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PYTHON TWJIMHJAE QR-KOAAOPAY I'EHEPALIAJIIOO CUCTEMACBHIH UIIKE ALIBIPYY
PEAJIM3ALIMA CUCTEMBI TEHEPAIIMU QR-KOAOB HA PYTHON
IMPLEMENTATION OF A QR CODE GENERATION SYSTEM IN PYTHON

Kbickaua myne3meme: Makanana Python twmHaAe QR-KOAMOpAy TEeHEpalusio0 CHCTEMACHIH
J0JI000PII00 JKaHA UINKE alllbIpyy Macelieliepy MOIYJAYK apXUTEKTypaHbIH HETHM3UH e Kapanar. V3unneene
(YHKIIMOHANIBIK KaHa (QYHKIUOHAIABIK 3MEC TajamnTapAbl TalJo0 aHa anapibl KONl KPUTEePHIIyY
BIKMaJIap apKbUTyy MPHOPHUTETTEIITHPYY MaceneiepuHe e3rede keHyn OypynradH. Cucrema QR-kommopmy
TY3YY, TEKIIEPYY, BU3YAIJAIUTHIPYy >KaHa CAKTOO MOJIYJIApPbIH KaMTHIMT. MIUTenun 4YbplKKaH Ye€4ruM
ISO/IEC 18004 cranmapThiHa BLIAWBIK KEJICT JKaHA Kara OHJJI00 MEXAHU3MJIEPH apKbUIYy KOIIOPIYH
TYPYKTYYJIYyTyH KaMmcbi3galT. OIIOHIOW 53Jie KOOIICY3[IyK, MAacIITa0AyyJlIyK J>kKaHa eHIYPYMAYYIYK
Macenenepu kapanaT. CucremaHbl OwiuM Oepyy MEKEMEJepUHIE JjKaHa MaMJICKETTHK CaHapUIITHK
atdopmanapaa KoJIIOHYY MYMKYHUYIIYTY KOPCOTYIITOH.

AHHOTaI.I](lﬂ! B cratne paccMaTpuBarOTCA BOIIPOCHI INPOCKTUPOBAHUA U pCaIU3allUM CUCTEMbL
redeparuu QR-ko10B Ha s3b1ke Python Ha ocHOBe MOIyJIbHOM apXUTEeKTypbl. OcO00€ BHUMAaHUE YENSICTCS
aHanu3y (QYHKIUOHAIBHBIX W HE(QYHKIMOHAIBHBIX TpeOOBaHMIA, a TaKkKe WX MPHOPUTH3ALUU C
HCIOJIB30BAHUEM MCETOAOB MHOT'OKPUTCPUAIIBHOI'O IMPUHATHUA pemeHHﬁ. Hpez[CTaBneHa nporpaMmmHas
peaim3anunda CUCTEMbI, BKIIIOYAOMIasl MOAYJIN T€HEpallun, BAJIUAIINH, BU3yaJIM3allUd U XPAHCHUA QR-KOI[OB.
Cucrema cooterctByeT cranaapry ISO/IEC 18004 u yduThIBaeT MEXaHHW3MBbI KOPPEKIUH OMIMOOK JUIS
obOecreyeHus yCTOﬁ‘II/IBOCTPI KOJOB. PaCCManI/IBaIOTCH ACIICKTHI 6630HaCHOCTI/I, MaCH_ITa6I/IpyeMOCTI/I n
MMPpOU3BOAUTCIIBHOCTH. Iloxazana BO3MOKHOCTH HUHTCTpalun pa3pa60TaHHOro peuieHus B I_II/I(l)pOBYIO
HHPPACTPYKTYpY, BKII0UYast 00pa3oBaTeIbHbIC yUPEKICHHUS U TOCYJapPCTBEHHBIE TAT()OPMBIL.

Abstract: This article examines the design and implementation of a QR code generation system in
Python based on a modular architecture. Particular attention is given to the analysis of functional and non-
functional requirements, as well as their prioritization using multi-criteria decision-making methods. The
system implementation includes modules for QR code generation, validation, visualization, and storage. The
developed solution complies with the ISO/IEC 18004 standard and incorporates error correction mechanisms
to ensure robustness. Security, scalability, and performance aspects are also considered. The study
demonstrates the potential integration of the system into digital infrastructure, including educational
institutions and government platforms.

Herusru ce3nep: QR-xox; Python; nporpammansik umxeHepus; Moayiayk apxurekrypa; ISO/IEC
18004; canapuntuk TpaHcopmMarys.
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18004; undposas Tpanchopmarus.
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The implementation stage transformed the correction, and image processing into a
theoretical ~ principles of encoding, error functioning software product capable of
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generating, managing, and validating QR codes in
real time.

The core module of the system is the QR
code generation engine. This module implements
the encoding process defined by ISO/IEC 18004
[3], including data mode selection, binary
conversion, padding, and Reed-Solomon error
correction [4]. The Python library “qrcode” was
used as the primary interface for QR matrix
construction, while the internal logic of version
selection and error correction level configuration
follows the standardized structure. The system
supports four error correction levels (L, M, Q, H),
allowing flexible adjustment depending on
environmental reliability requirements. This
design decision reflects the balance between
robustness and data capacity discussed in the
theoretical section.

The QR preview rendering process uses the
Pillow library for image processing. The matrix
produced by the encoding module is converted
into a high-resolution image object with
configurable box size and border thickness. The
system allows exporting in PNG format by
default, ensuring compatibility with mobile
scanners and web-based platforms. Additional
formats (SVG) may be supported for vector-based
scalability.

For recognition and validation purposes, a
decoding submodule was integrated using the
ZXing library interface [7] or OpenCV-based
decoding. This optional verification layer allows
the system to test generated QR codes

automatically after creation. The decoding
pipeline includes grayscale conversion, optional
adaptive thresholding (as recommended by Lin &
Fuh [6]), and pattern detection. While PCA-based
optimization described by Tribak & Zaz [1] was
not directly implemented, the conceptual
understanding of computational  efficiency
influenced the decision to minimize unnecessary
preprocessing operations in the default pipeline.

User authentication and session
management were implemented as separate
modules to ensure secure access to generation
history and administrative functions. Password
hashing and role-based access control were
incorporated to mitigate risks of unauthorized
manipulation, aligning with cybersecurity risk
categories identified in generative Al and
automated code generation research. Logging
functionality records generation time, selected
parameters, and user ID, supporting traceability
and auditability.

The database integration layer connects the
application to a relational database (SQLite during
development, extendable to PostgreSQL or
MySQL) [4]. Metadata of each generated QR
code — including content hash, generation
timestamp, error correction level, and user
identifier — is stored in structured tables. Images
themselves are stored either as file references or
binary objects depending on configuration. This
hybrid storage approach improves scalability
while preserving performance.

Figure 1. Conceptual Architecture of the QR Code Generation System
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Performance optimization was considered
during implementation. Generation time per QR
code in local testing remained within milliseconds
for standard data lengths. Memory usage was
minimal due to Python’s efficient handling of
matrix structures. Modularization allows the
system to scale horizontally by separating the web
interface from the encoding engine if deployed in
distributed environments [2].
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Overall, the implementation phase
demonstrates how mathematical encoding theory,
image processing techniques, secure software
design principles, and database architecture
converge into a functional QR code generation
system. The Python-based solution ensures
portability, scalability, and adaptability, providing
a practical realization of the conceptual
framework developed in the previous chapters.



The architectural diagram presented in
Figure 9 illustrates the structural organization of
the QR code generation system and demonstrates
the logical interaction between its core
components. A detailed examination of this
architecture reveals several important design

principles  that directly influence system
reliability, scalability, and security.
First, the diagram reflects a layered

architectural model. The system is divided into at
least three conceptual layers: the presentation
layer, the processing layer, and the storage layer.
Such separation of concerns is a fundamental
software engineering principle that reduces
coupling between components and improves
maintainability. The presentation layer is
responsible for user interaction, data input,
parameter selection (encoding mode, error
correction level), and output visualization. By
isolating this layer, modifications to the interface
do not affect core encoding logic.

Second, the processing layer serves as the
central computational core of the system. This
module performs data encoding according to
ISO/IEC 18004 standards, including mode
selection, binary conversion, padding, block
formation, and Reed-Solomon error correction
generation. The inclusion of a dedicated error
correction submodule significantly increases the
robustness of generated QR codes. Reed—-Solomon
polynomial arithmetic over GF(2®%) ensures
resilience against physical distortion and partial
data loss.  Architecturally, isolating this
algorithmic  functionality into a separate
component increases testability and allows future
optimization.

Third, the diagram demonstrates controlled
data flow between modules. Data flows
sequentially from user input to encoding, then to
matrix construction, masking, visualization, and
finally to storage. This linear yet modular flow
reduces the probability of logical conflicts and
makes debugging more manageable. Additionally,
it supports future extension, such as integrating
encryption modules or analytics tools without
disrupting the core encoding mechanism.

Another significant aspect observed in the
diagram is the presence of validation mechanisms.
Before encoding begins, input validation ensures
that selected modes correspond to input data type
constraints. This prevents runtime errors and
improves user experience [12].

From a scalability perspective, the
architectural design supports horizontal extension.
For example, the encoding module can be
deployed as an independent service (microservice
model), enabling parallel QR code generation for

491

high-load environments. This is particularly
relevant for enterprise systems or cloud-based
implementations.

Security considerations are also implicitly
reflected in the structure. If authentication and
access control modules are included, they act as
protective boundaries around the generation
process. In the context of cybersecurity risks
associated with automatic code generation
systems (as discussed in previous chapters),
modular isolation reduces the attack surface and
simplifies monitoring.

The diagram  further  demonstrates
abstraction between logical operations and data
persistence. The storage module records metadata
such as timestamp, version, error correction level,
and generation parameters. This supports
auditability, traceability, and analytics, which are
critical for digital transformation environments

[5].

Another important analytical observation
concerns system extensibility. The modular
architecture allows integration of additional
components such as:

— API layer for remote QR generation

— Logging and monitoring services

— Encryption module for secure QR
payloads

— Analytics dashboard for usage statistics

Such extensibility confirms that the system
is not a simple standalone generator but a scalable
digital infrastructure component.

From a software engineering perspective,
the diagram aligns with  well-established
architectural  paradigms including layered
architecture and modular design principles. This
design reduces complexity by decomposing the
system into manageable units, which improves
development efficiency and long-term
sustainability.

In conclusion, the architectural diagram not
only visually represents the system structure but
also reflects deeper design decisions regarding
modularity, robustness, security, scalability, and
maintainability. The separation of presentation,
processing, and storage layers ensures that the
developed QR code generation system in Python
can operate efficiently under varying load
conditions while maintaining compliance with
encoding standards and security best practices.

The structural reliability of QR matrices
implemented in this system is further supported
by experimental findings reported in optical
encryption research. Barrera et al. (2014)
demonstrated that QR codes can function as
robust information containers within joint-
transform-correlator ~ encryption  architectures,



allowing complete recovery of original
information even after multiplexed optical
scrambling and speckle-noise distortion. These
findings confirm that the inherent redundancy and
block-based organization of QR codes provide a
resilient structural framework capable of
preserving data integrity under transformation.
While the present implementation operates in a
purely digital environment, this experimental
evidence reinforces the architectural decision to
maintain  strict adherence to standardized
encoding and error correction procedures.

By grounding the implementation strategy
in experimentally validated QR robustness
research, the developed system aligns not only
with software engineering standards but also with
interdisciplinary evidence demonstrating the
resilience of QR-based information containers
under transformation and noise conditions.

The diagram illustrates the potential
integration pathway of the proposed QR code
generation system within the national digital
governance framework of the Kyrgyz Republic.
The model reflects the interaction between
educational institutions, state digital
infrastructure, and the mobile application
“Tunduk,” enabling secure verification and digital
document  accessibility  for  citizens and
administrative users

The presented conceptual model illustrates
the potential integration pathway of the developed
QR code generation system into the digital
governance ecosystem of the Kyrgyz Republic.
The diagram reflects a multi-level interaction
framework, beginning with the software-based
QR code generation module and extending
through institutional and governmental digital
infrastructures to end users, including citizens,
students, and administrative personnel [8].

At the first level, the QR Code Generation
System functions as a secure encoding and
validation engine capable of producing
standardized QR structures compliant with
ISO/IEC 18004 requirements. At the second level,
educational institutions (universities, schools,
research centers) act as organizational nodes
where generated QR codes may be embedded into
academic  documents, attendance  systems,
identification mechanisms, or internal
administrative workflows.

The third level represents the State Digital
Infrastructure, which encompasses national
electronic interaction systems, digital registries,
and interoperability platforms supporting data
exchange between public institutions. Within this
infrastructure, the mobile application “Tunduk”
operates as a citizen-facing digital gateway that
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enables access to electronic documents and
services in legally recognized digital format.
According to the regulatory framework of the
Kyrgyz Republic, digital documents accessed
through “Tunduk” possess equivalent legal force
to paper-based documents, reinforcing the
practical significance of QR-based verification
mechanisms.

Finally, at the user level, citizens, students,
and administrators interact with digitally
generated QR codes through mobile devices,
facilitating secure verification, authentication, and
information retrieval. The integration model
demonstrates how a modular QR generation
system can function as a technical component
within broader digital transformation initiatives,
supporting  transparency, traceability, and
interoperability  in  electronic  governance
environments [10].
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Figure 2. Conceptual Model of QR Code-Based Digital Document Flow within the Kyrgyz
Republic’s E-Government Infrastructure (including educational institutions and the “Tunduk”
mobile platform)

The diagram therefore highlights not only the technical architecture of the system but also its
contextual applicability within Kyrgyzstan’s evolving e-government ecosystem. By aligning software
implementation with national digital infrastructure principles, the proposed system contributes to scalable,
secure, and legally compliant digital service delivery mechanisms.

In conclusion, the presented integration model demonstrates not only the technical feasibility of the
developed QR code generation system but also its potential applicability within the digital governance
infrastructure of the Kyrgyz Republic. The conceptual framework illustrates how the system can function
as an intermediary component connecting educational institutions, state digital platforms, and the mobile
application “Tunduk”, thereby enabling secure verification and exchange of digital documents.
Consequently, the proposed architecture reflects both algorithmic robustness and practical relevance,
aligning with national digital transformation policies and supporting the advancement of electronic
governance mechanisms.
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